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i. Preface

This document was developed by the OWS-4 GeoDRM Thread Group as part of the
OGC Interoperability Program OWS-4 initiative. The OWS4 initiative was started in
June 2006 and finalized with a demonstration in early December. The results were
presented at the OGC San Diego TC meeting in the GeoDRM WG, Security WG and in
the Architecture WG in mid December.

Suggested additions, changes, and comments on this report are welcome and encouraged.

Such suggestions may be submitted by email message or by making suggested changes in
an edited copy of this document.
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vi. Future work

The future work is described in detail in chapter 13 — Future Work.
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Foreword

After the foundation of the geospatial digital rights management working group
(GeoDRM WGQG) in summer 2004, the creation of the abstract reference model and
fundamental work in the first OWS-3 GeoDRM initiative, the OWS-4 GeoDRM activity
focused on the engineering aspects of an overall architecture for GeoDRM and refined
the GeoDRM business phases (informative) to bridge the gap between abstract reference
model and implementation.

OWS-4 GeoDRM added also a proof-of-concept for the architecture was provided with
two demonstrators that are aligned with the abstract reference model and the use cases
defined in the OWS-4 RFQ.

Although many issues are still subject for discussions and agreements, OWS-4 GeoDRM
was a clear milestone in the development of geospatial digital rights management
systems.

This document was developed during the OWS4 initiative of the OGC. It was contributed
by the organizations involved in the GeoDRM thread of this initiative. The document is
intended as a discussion paper. It does neither cancel nor replace other OGC documents
in whole or in part. Two other documents are also planned as result of OWS-4 GeoDRM:
Trusted Geo Services IPR (OGC#06-107) and the OWS Common Change Proposal
(OGC#06-177). The intention of this document is to complement the other two
documents.

viii Copyright © 2007 Open Geospatial Consortium, Inc. All Rights Reserved.
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Introduction

The Open Web Service Initiative 4, Thread GeoDRM, aimed to develop an engineering
viewpoint to amend the GeoDRM Reference Model. A distribution model is needed,
because the management of intellectual property rights (IPR) involves many, often
legally and technically independent organizations. Error! Reference source not found.
shows eight related roles, which are used to transfer usage rights from an IPR owner to an
end-user. The rights are transferred via contracting between owner, provider and
customer.

@@ B

End-User Customer Provider Promater Broker I\ﬂﬁger Delivery IPR Owner

Figure 1 - Chain of roles for IPR management

Interoperable interfaces are needed to allow a chaining of different functionalities
between independent organizations to enhance IPR management efficiency due to
electronic support. Therefore a good understanding of roles, business processes and
organizational interfaces is fundamental to derive electronic interfaces. A key element is
this transposition of licenses, which are results of a contract. Figure 2 depicts the lifecycle
of a license, suitable components and operating roles.

Service
N - : .
[\ 1. Information on resources, Components
i Im processes, rights, and terms
'z 2. Identification of principals \ Product Registry
19"
= and agents Promoter
' ‘(: 3. Negotiation / acceptance of. Licence Broker
ol S licence terms
| |w . .
€| |® 4. Licence establishment e ——
1 - . . - . . -
2 f? 5. Rt‘qUCHI for service Authorization Service
=l o A -
={ | 6. Validation of
| s 1 ger
ks ‘ preconditions Licence Manager
= | |U7
= ‘;; Licence decision
| |2 8. Execution of e
| ‘ post-conditions \
| | 9. Service response P OWSService
| A . . , . |
|i \?/;\ 10. Licence revocation / expiry
1
v

Figure 2— License lifecycle and components
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Because of the on-going development of spatial data infrastructures (SDI) and already
deployed SDI instances, an embedding-without-touching integration method is required
to integrate the new business functions (user identification and licensing). Another reason
is the wide range of different applied operation models, e.g. identification only, licensing
only or identification and licensing. This requires a flexible framework (GeoDRM).

This document delivers a report about the identified processes, information models and
software components. Chapter 5 introduces a set of convention, which are used in this
document. Chapter 1 shows the defined use cases for this initiative. Chapter 7 gives a
technical architecture and describes the components in detail. Chapter 7 defines used
information models. Chapter 9 relates information models and components via
workflows. Chapter 9 shows two extreme deployments to illustrate the wide range of
potential constellations. Chapter 11 depicts the described models with screenshots from
the developed OWS-4 GeoDRM demonstrator. Chapter 12 identifies and refines business
processes and relates them to roles (informative).

Although many issues remain still subject for discussion, the concept of a GeoDRM
component “Gatekeeper Service” has proven to be very stable. This component is placed
in front of an OWS services and receives and checks all requests. This component offers
also an enhanced capability document with GeoDRM related descriptions. It is important
to note, that meaning and definition of the “OWS-4 Gatekeeper” differs from the
gatekeeper as defined in the Reference Model. The following table indicates the
corresponding modules of the OWS-4 and the GeoDRM Reference Model architecture:

OWS-4 GeoDRM Architecture GeoDRM Reference Model Architecture
Gatekeeper Security
Authorization Service* Gatekeeper

* Note: the OWS-4 GeoDRM Authorization Service is intended to provide access control decision
functionality on both: licenses and predefined rights. The Gatekeeper from the GeoDRM Reference Model
Architecture is intended to provide access control decision functionality on licenses only.

Next to the gatekeeper services also the “License Manager Service” component interfaces
were defined in detail. The “License Broker Service” component was only touched
conceptional (although a simple License Broker Application was developed). The
components “Authentication and Authorization Service” were developed and defined as
separate service components. The interface of the Authorization Service is currently not a
subject for standardization because of it’s internal usage. The component “Product
Registry” is considered in general as a regular OGC catalog. More refined metadata
definitions are needed for a full integrated workflow, which were not defined in detail in
OWS-4.

X Copyright © 2007 Open Geospatial Consortium, Inc. All Rights Reserved.
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OpenGIS® OWS-4 GeoDRM Engineering Viewpoint

1 Scope

After the introduction of the Web Mapping Service Specification in April 2000,
important Geospatial Web and Spatial Data Infrastructure (SDI) components began to be
developed. Today, in 2007, major parts of the SDI vision have become real.
Implementation Specifications like the WMS, WFS, WCS, CS-W and GML can be used
to build up global service-oriented and interoperable SDI’s. Interoperable software
products have been developed and deployed. The concept of a SDI based on OGC
components has been proven with realized SDIs at many organizational levels
worldwide.

From an economic point of view, SDI provides the communication and transport
mechanism for trading/selling/distributing of spatial content. The development and
implementation of business models for trading spatial data has already started. The OGC
has not yet developed specifications for interoperable trading capabilities; there is a risk
that inappropriate and/or proprietary solutions could limit the capacity of SDI for serving
geospatial lines of business.

The OGC GeoDRM Reference Model (RM) has been developed as initial abstract
specifications to address these needs. The RM defines a license model for trading
geospatial content / services, lays out a number of use cases and GeoDRM workflow
roles, and begins the task of specifying GeoDRM operations. The RM focuses on license
structures and decisions, leaving more generic trading elements such as discovery,
negotiation, authentication, and enforcement to external protocols and implementation
specifications.

The GeoDRM thread in OWS-3 (which preceded development of the RM) investigated
ways in which protocol bindings for OWS services (e.g. WMS, WFES) could be extended
in a interoperable manner with existing technologies to accommodate a simple “click-
through” trading scenario. The GeoDRM thread in OWS-4 investigated more involved
licensing scenarios with the aim of

e Definition of preconditions for services Combination of identities and licenses to
e providing concepts to issue, transport and use of licenses to
This GeoDRM engineering viewpoint document describes use cases and concepts for
GeoDRM, as well as references to distributed computing concepts which are not

GeoDRM sensu stricto but are required for any GeoDRM implementation. The
capabilities identified here describe the requirements to be met by the OWS computation

Copyright © 2007 Open Geospatial Consortium, Inc. All Rights Reserved. 1
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and information models. This document focuses on conceptual technical aspects to reflect
the engineering viewpoint. Implementation details like encodings and service interface
(binding) specifications are added selective for information purposes but as those belong
to the technology viewpoint, they are in general out of scope for this document.

2 Compliance

This report does not have any compliances issues.

3 References
e OWS-4 GeoDRM IPR Trusted Geo Services, #06-107

e OWS-4 GeoDRM IPR: Common Change Proposal - GeoDRM enablement, #06-
177

e GeoDRM Reference Model, #06-004r4

e OWS3: Access Control & Terms of Use (ToU) "Click-through" IPR
Management, #05-11112
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4 Terms and definitions

4.1 License

Representation of grants that convey to principals the rights to use specified resources
subject to specified conditions Source: [GeoDRM RM]

4.2 Assertion

An assertion is a statement made about a subject (similar to claim as used in
[OWS4Trust])

4.3 License Reference Token

A license reference token represents a collection of assertions that express a reference to
a license that a subject is in possession of.

4.4 Identity Token
An identity token represents a collection of assertions that describe a subject.
4.5 General Broker/Manager (informative)

A broker or a manager instance supporting all sharing functions. An example is a broker,
supporting only (identity, price & order and license brokering).

4.6 Explicit contracting (informative)

Contracting with an distinct user interaction, e.g. clicking of a button

4.7 Implicit contracting (informative)

Contracting without an distinct user interaction, e.g. installation of a software or visit of a
web page

4.8 Specialized Broker/Manager (informative)

A broker or a manager instance supporting only a subset of sharing functions. An
example is a license broker, supporting only license brokering.

4.9 Operation Model (informative)

Applied model with an instantiated combination of sharing functions (user identification,
licensing and pricing & ordering).

Copyright © 2007 Open Geospatial Consortium, Inc. All Rights Reserved. 3
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5 Conventions

The following elements are defined as conventions, because they are often used in the
document and have a definition set character.

5.1 RM-ODP Viewpoints

RM-ODP defines the semantics of fundamental concepts and constructs of information
management used for specification of any system (computer-based or otherwise)
independently of a specific methodology, technology, or tool(set). In this manner, all
stakeholders of an information management project could use the same explicitly defined
system of concepts, thus providing for traceability between and maintainability of
business, IT system, and technology specifications (source: Wikipedia).

The RM-ODP identifies five viewpoints for understanding a system.

e Enterprise Viewpoint

e Information Viewpoint

e Computational Viewpoint
e Engineering Viewpoint

e Technology Viewpoint

Although not to exhaust the definitions, a simple orientation about the viewpoints is
given here. The enterprise viewpoint describes business processes and relationships. The
information viewpoint describes information models. The computational viewpoint
focuses on interface descriptions. The engineering viewpoint describes the distribution of
elements. The technology viewpoint takes concrete technologies, e.g. SOAP, HTTP into
account.

4 Copyright © 2007 Open Geospatial Consortium, Inc. All Rights Reserved.
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6 Use Cases

The following use cases are taken to ground the OWS-4 GeoDRM development. These
cases give an impression about the wide range of different applied operation models. Use
case #1 excises a simple click-through contracting. Use #2 shows a limited value chain
with three independent players. Use case #3 aims to define a more professional
transaction. Use case #4 focuses on a read/write situation.

The use cases are taken from the RFQ and are refined due to the OWS-4 GeoDRM
results.

6.1 Use Case #1: Unrestricted Use License

Use Case Description: This use case describes “unrestricted” access to map layer
resources based on a session license in which the user has read a statement of terms-of-
use and agreed to them with a click-through gesture.

Actors (Initiators): User of WMS Actors (Receivers) Same as initiator
Pre-Conditions: Post-Conditions:

- User requires WMS map layers. WMS map layers are viewable within the
- User has access to WMS client. user’s WMS client software.

- User is able to discover WMS services
with the needed layers through a CS/W
catalog document

System Components (may be combined)

- GeoDRM-enabled CS/W: Catalog Service Web Profile

- GeoDRM-enabled WMS: Web Map Service

- GeoDRM-enabled Web WMS

- GeoDRM-enabled Desktop WMS

- (License) Broker: presents license offers and establishes licenses
- (License) Manager: stores and matches licenses

- GeoDRM Gatekeeper: decides whether a specific request is valid under a specific
license

- Authentication & Authorization: “security” implements authentication of license
decision elements and authorization of consequences

Basic Course of Action:

1. Client queries a CS-W and/or WMS to determine if needed map layers are
available and under what terms

Copyright © 2007 Open Geospatial Consortium, Inc. All Rights Reserved. 5
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User selects layers of interest

GeoDRM Client obtains terms of use

User agrees to terms presented by GeoDRM Client
Client returns license acknowledgement to Broker Server

AN

Broker Server stores established license with session identity and returns
acknowledgement token

7. WMS/GeoDRM Client issues map layer request with license acknowledgement
token to WMS

8. Gatekeeper Server validates identity of user and authenticity of license
information, decides that license applies to request.

9. WMS returns map layer to client

10. (Alternate unrestricted use distribution) WMS Server seen by the client is
cascading both the map layers and license offer / acknowledgement from one or
more other servers

6.2 Use Case #2: Distributor License

Use Case Description: This use case describes “distributor” rights to WMS map layers.
The provider of a cascading WMS operates under a license with an originating WMS to
re-distribute on its own one or more map layers to clients under an unrestricted use
license.

Actors (Initiators): User of WMS and Actors (Receivers) Same as initiators
provider of cWMS
Pre-Conditions: Post-Conditions:
- User requires WMS map layers. WMS map layers are viewable within the
- User has access to WMS client. user’s WMS client software.
- ¢WMS provider is able to cascade map

layers from one or more originating

WMS Servers

System Components

- CS/W: Catalog Service Web Profile

- WMS: Web Map Service

- ¢WMS: Cascading Web Map Service

- License Broker: presents license offers and establishes licenses
- License Manager: stores and matches licenses

- License Gatekeeper: decides whether a specific request is valid under a specific
license

- License Enforcer: “security” implements authentication of license decision elements
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and authorization of consequences

Basic Course of Action:

1.

N kW

cWMS provider establishes a distributor license with an originating WMS for one
or more map layers and receives a license acknowledgement token.

User queries a CS/W and/or the cWMS to determine if needed map layers are
available and under what terms

User selects layers of interest

GeoDRM Client obtains terms of use

User agrees to terms

Broker Server stores established license and returns acknowledgement token

WMS/GeoDRM Client issues map layer request to cWMS with license
acknowledgement token.

Gatekeeper Server validates identity of user and authenticity of license
information, decides whether license applies to request.

cWMS issues map layer request to originating WMS with its own (distribution
license) acknowledgement token

10. WMS returns map layer to cWMS
11. cWMS returns map layer(s) to client.

6.3

Use Case #3: End User License

Use Case Description: This use case describes “end user” rights to WMS map layers
and/or WES feature collections for specifically identified individual users. The end user
rights may be individual or may be based on an individual’s role (e.g. membership) in a
licensed organization. The end user license may carry specific pre-conditions and
constraints which need to be satisfied before a request can be honored.

Actors (Initiators): User of WMS Actors (Receivers) Same as initiator
Pre-Conditions: Post-Conditions:

- User requires WMS map layers. WMS map layers are viewable within the
- User has access to WMS client. user’s WMS client software.

System Components

- CS/W: Catalog Service Web Profile
- WMS: Web Map Service
- License Broker: presents license offers and establishes licenses
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- License Manager: stores and matches licenses

- License Gatekeeper: decides whether a specific request is valid under a specific
license

- Authentication & Authorization: “security” implements authentication of license
decision elements and authorization of consequences

Basic Course of Action:

I.

User queries a CS/W and/or WMS/WES and/or WMC to determine if needed map
layers or datasets are available and under what terms

2. User selects layers and/or datasets of interest

3. User logs in and is authenticated with a specific identity (e.g. username/password)

4. Server matches identity with established individual or organization license and
returns acknowledgement token

5. Client issues map layer or dataset request with license acknowledgement token

6. Server validates identity of user and authenticity of license information, decides
whether license applies to request and whether any pre-conditions and constraints
are met (e.g. time of request, area of request, state of daily usage quotas)

7. Server returns map layer or dataset to client

6.4 Use Case #4: WFS-T Feature Updater

Use Case Identifier: GeoDRM #4 | Use Case Name: WFS-T Feature Updater

Use Case Domain: OWS-4 GeoDRM Feature Update | Status: Final 04/11/06

Use Case Description: This use case describes “Updater” rights to provide specific
feature update transactions to a WFS-T server.

Actors (Initiators): Remote editor / updater | Actors (Receivers): Analyst reviewing,

of feature collection managing, and utilizing feature collection

Pre-Conditions: Post-Conditions:

- Feature collection is configured New/updated features are available for
through a WFS-T query from the WFS-T.

- Updater has new/changed features to
transact

- Updater has a WFS-T client

- Updater has an established update
license

- Analyst has a WFS-T client,
authenticated session with WFS-T
server, license to review/approve
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feature updates, and license to query /
use feature collection

System Components

- WEFS-T: GeoDRM-enabed Web Feature Service Transactional
- WNS: Web Notification Service
- License Manager: License Information Point

- GeoDRM Gatekeeper: License Decision Point
- WAZ2S: Authentication and Authorization Service

Basic Course of Action:

1.
2.

10.
11.
12.
13.

User #1 (feature updater) prepares new/updated features for transaction

User logs in at client and client establishes authenticated session with WFS-T /

WEFS-T access enforcement endpoint (client, server, and user are authenticated by
WAZ2S to establish chain of trust)

User initiates a pending feature transaction against WFS-T

WEFES-T access enforcement point requests authorization of transaction from the
WA2S

WAZ2S determines that the update request requires a license decision, WFS-T
retrieves license from License Manager corresponding to requested usage and
requests validation from GeoDRM Gatekeeper.

GeoDRM Gatekeeper validates the transaction as a licensed usage and returns
effect conditions, WA2S then authorizes the transaction with a constraint
(notification and audit)

WES-T performs (pending) transaction, responds to user with transaction id

WES-T registers a transaction notification with WNS and a licensed usage with
the License Manager according to license effect conditions.

User #2 (analyst) is notified by WNS of a pending transaction.

User #2 retrieves usage record to verify licensed action and licensee.
User # 2 retrieves and reviews features in the pending transaction.
User # 2 approves and updates the status of the pending transaction.
New / updated features are available for use by other licensed users
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7 GeoDRM Architecture

Geospatial Digital Rights Management (GeoDRM) is defined in the OGC GeoDRM
Reference Model as the packaging, distributing, controlling and tracking of geospatial
content based on rights and licensing information. More generally it can be taken to cover
a broad spectrum of capabilities and underlying technologies supporting description,
identification, trading, protecting monitoring and tracking of all forms of rights usages for
both tangible and intangible (electronic) assets, including the management of rights-
holders relationships.

For the purpose of the OWS-4 initiative, GeoDRM consists of standards, technologies,
and practices which enable interoperable trading of geospatial content to be implemented
on top of OWS services. Needed GeoDRM functionalities in that sense are controlling of
access to OWS services, using identities and licenses as access granting “keys” and an
interoperable ways to request, issue and transport them in the network of interacting
services. OWS-4 GeoDRM did not focus on usage protection after the content was
delivered to a client.

A proper OWS-4 GeoDRM Architecture therefore needs take access control with
authentication, licensing and authorization into account. It serves as an “umbrella
architecture” in which specialized topics of licensing (non commercial/terms-of-use and
commercial /pricing and ordering) and security (identity handling, trust, encryption, etc.)
fit seamlessly into.

The architecture was (partly) proofed by accompanying implementations and
demonstrators that were in scope of the OWS-4 GeoDRM initiative.
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7.1 Architecture model

The architecture is based on the XACML authorization model ([XACML]) and uses its
stereotypes. The following figure provides an overview of the architecture.

’ ' . -P\
/1 License token -3,
¢ [ H

<<access requester>z | <<PEP>> g ] <<service > ]
GeoDRM-enabled - > Gatekeeper < > OWSs
Client Access request P Access request

based on decision

A Authentication
(optional 7) Decision request
<<PIP>> | Sub’ject
Authentication Service attributes
License It License 5\ <<PDP>> 5]
establishment n omat/on \ Authorization Service
(optional) N
[ ittty ™,
E Identity token 5,
A\ Licenses (policies)
access
<<agent>> E <<PAP>> E
. - .
License broker . License Manager
License
storage

Figure 3 - GeoDRM Architecture based on XACML authorization model

According to the model the components realize the following stereotypes:

e PEP (Policy Enforcement Point): a component providing enforcement
functionalities based on an authorization decision made by a PDP. In the OWS-4
GeoDRM architecture the Gatekeeper component owns this stereotype as the
main purpose of the gatekeeper is to control access to OWS services and enforce
policies.

e PAP (Policy Administration Point): A component that stores and maintains
policies. In the OWS-4 GeoDRM architecture the License Manager Service owns
this stereotype. The Manager is responsible for maintaining licenses which
include policies that apply to a set of resources, actions and subjects and that are
used as base input for the authorization and therefore enforcement.
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e PDP (Policy Decision Point): A component that evaluates an authorisation
request issued e.g. by a PEP against policies found in a PAP. In the OWS-4
GeoDRM architecture this is the task of the authorization service. By applying
that model, the Authorization Service could use any types of PAP
implementations as base for the access control decisions. This includes classical
predefined policy stores like a database as well as a License Manager PAP or
even both.

e PIP (Policy Information Point): A component providing external policy context
and attributes to the PDP. In the OWS-4 GeoDRM architecture this could be the
task of the authentication service, providing additional information about a
particular user that is needed to perform the PDP decision request. There may be
other PIP implementations used as well in order to provide various kinds of
information needed to make a decision.

By using a common model and stereotypes for the architecture, even parts of it can be
reused in completely different environments that deal maybe only with classical, identity
based access control or that incorporate with other components that follow the same
model. A few examples about derived deployment scenarios are given in chapter 10.2.

7.2 GeoDRM Components (Services and Applications)

The OWS-4 GeoDRM architecture is composed of the service and client components that
were included in the RFQ for the OWS-4 GeoDRM initiative. The components focus on
both general and specific aspects of a GeoDRM enabled system. The general aspects
cover: Authentication and Authorization for OWS services whereas the specific aspects
cover issuing and usage of licenses for OWS services.

The focus of the OWS-4 GeoDRM is limited in number and elaboration of the overall
components that may be part of a GeoDRM system. Not covered are for example
business components for commercial license and user identity establishment and
management.

The following figure shows the components of the OWS-4 GeoDRM architecture and
their interrelations as well as their interfaces and dependencies.

12 Copyright © 2007 Open Geospatial Consortium, Inc. All Rights Reserved.



Negotiate & Agree: License Reference Token

Licence offers H
(Templates) 1
i

>— Licence Broker —(

2] Insert, update, delete license tokens

OGC 06-184r2

(optional) Information (License Reference Token): License Toker

Authenticate: Identity Token

<<PIP>>
Authentication
Service

Get User-Token

TITY

f—Oemamen I0-Refmn=nens ‘

<<PDP>> R
Authorization
Service

Resolve License

= =mmmmmmemmeeee O

(Lic. Ref Token):
License Token

Authorize (License Reference Token,
OWS-Payload,
Identity attributes): Decision

%Transacﬁon

- Type of tokens needed
- Issuing authorities (Links)

GeoDRM-3_| (" ===~ Request (OWS, License Ref. Tokens, Identity Token): Resule=s»O—{  <<PEP>> £
enabled —
Client = =mmemememen Capabilies: OWS, GeoDRM Preconditionss========330—
{ Capabilties
Ref. to OWS and therefore to products
Preconditions

A 7

<<PAP>> g7)|  TTTTTTTTTTTTTTT ™
Licence E: Licences :
Manager 1
___________________ :

5N

. $:‘ Resources 1

OWS Service ¢ ( products’) :
i

H

Figure 4 - Components overview and relations

In brief the components are distinguished as follows:

e The Gatekeeper controls access to OWS service (single point of control) and is
responsible to provide the client with all necessary information needed to achieve
access (extends OWS capabilities with GeoDRM preconditions; single point of
information for the client).

e The License Broker negotiates and issues licenses with the client. It can provide
different offers for those licenses; each could have a different workflow for
negotiation/contracting: terms-of-use, payment, etc. Licenses are handed as
“references” to the client.

e The License Manager manages licenses in a GeoDRM enabled system.

Successfully negotiated licenses are stored here and can be viewed any time from
the customer, the provider and the delivery. It provides those licenses for
authorization, information and extension/modification purposes.

e The Authentication service does the authentication and issues identities for the

client.
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e The GeoDRM enabled Client is able to communicate to the OWS via the
Gatekeeper (note: definition an figure assume an exisiting OWS Client with
extended GeoDRM functionalities, see chapter 7.2.6 for additional information).

A more detailed description is provided in the following chapters.

7.2.1 Gatekeeper Service

The GeoDRM Gatekeeper operates as an additional functionality to existing OWS
services (either independent component (proxy) or integrated into the OWS). It has
covers access control (“protected service”) and intercepts all incoming messages (i.e. all
messages pointed to the protected service). The SOAP message protocol with a HTTP
binding was used to enclose and transport the well-known OWS POST/GET HTTP
items.

The Gatekeeper has no special interface but the responsibility to process information
associated with requests, which can be SOAP header information [WS-S] and the request
itself, e.g. a SOAP body portion. It enforces authorization decisions taken by an attached
PDP and takes care of possible obligations bound to the authorization decision.

The gatekeeper offers GeoDRM extended Capabilities, which adds additional GeoDRM
specific information elements to the OWS Capabilities (see GeoDRM preconditions).

Based on the decision of the authorization service, the gatekeeper is in charge of passing
or blocking a request to the OWS. Therefore, the Gatekeeper takes a central role in the
GeoDRM architecture and serves the role of a policy enforcement point (PEP).

Interface

- GetCapabilities
* Description: GetCapabilites is defined as an unprotected starting
operation
= Parameters: OWS specific
» Returns: Capabilities with precondition information , OWS Exception
- Non-GetCapabilities
= Description: Each non-GetCapabilities request requires authentication
and authorization
* Parameters: Identity token, License reference, OWS Request for
protected service

= Returns: OWS Reponse/Exception from protected service
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7.2.2 Authentication Service

The Authentication Service authenticates subjects by means of an arbitrary authentication
method and issues an “authentication token” that represents asserted subject information
that is stored at the Authentication Service. Spoken in SAML terms: The identity
provider (Authentication Service) returns an assertion artifact (reference to assertion),
that represents an authentication assertion.

The Interface should offer two main functionalities:

e Authentication of users and providing of references to identities (identity token)

e Options to access user information (identity) by providing the appropriate
reference

Like the license broker, Authentication service hands out references to identities (identity
tokens) for successfully authenticated users (principals). That reference could be used to
communicate to a GeoDRM- (Gatekeeper-) protected OWS. For authorization purposes,
the authorization service could request the needed identity information from
authentication service (e.g. if needed by the license/policy decision rule set).

Interface

- GetSAMLResponse
* Description: Get an authentication SAML artifact
* Parameters: Credentials
= Returns: SAMLAssertion with AuthenticationStatement, Exception

7.2.3 Authorization Service

The Authorization Service decides, whether certain requests are permitted for a certain
subject, where request consists of a certain action on certain resource (-type). Request
and subject information are passed by the Gatekeeper component in a suitable way. To
derive an authorization decision the Authorization Service requests the license from the
License Manager. The license is referenced in the client request and is submitted to the
Authorization Service by the Gatekeeper.

The interface includes functionalities to perform an authorization decision by taking
resource, subject and action parameters as input. A preparation for the process of decision
taking may include submitting the license reference and/or an identity reference as input.
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Interface

- PrepareLicense
» Description: As the PDP does not store licenses it has to obtain
corresponding rulesets. This is done before request evaluation.
» Parameters: LicenseReferenceToken
» Returns: Status message, Exception
- EvaluateRequest
= Description: This is the actual decision taking
= Parameters: XACML Request consisting of Subject, Action and
Resources
» Returns: XACML Response, containing decisions: NotApplicable, Deny,

Permit, Indeterminate

7.2.4 License Manager Service

It is the task of the License Manager Service to manage licenses. This management
includes discovery and transactional functionalities for licenses. It may be

e Permanent and persistent management (for permanent licenses) or transient
management (for such licenses that have a time-based validity; e.g. session).

e The License Manager Service provides licenses to other components of the
GeoDRM architecture. Especially the Authorization Service uses the License
Manager Service retrieve applicable licenses for a request or a license reference
for decision making.

The License Manager Service therefore serves the role of a policy administration point
(PAP). It works closely together with

e License Broker Service: Negotiated transient and persistent licenses are stored at
the License Manager Service.

e Authorization Service: During access control, the Authorization Service will
provide the Gatekeeper with a decision. Beside the service request/response
provided by the Gatekeeper, the Authorization Service will ask the License
Manager Service for the appropriate licenses.
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7.2.4.1 Interface description

The interface of the License Manager is logically divided into a discovery and a
transaction interface.

e Transaction: methods needed to create, update and delete policies.

e Discovery: methods to find license, that match a request or a license token.

The discovery interface includes at a minimum a method to find a license token
that matches to a license-token-reference. Other methods may be introduced to
provide more sophisticated discovery functionalities (e.g. give all licenses that are
applicable to a specific resource/action/subject etc.).

Interface technology will be SOAP/WS-S-based. Below you find an informal description
of the License Manger Service’s interface.

Interface

- GetLicense
» Description: retrieve an existing license
= Parameters:
* one of
e license id

e license reference (embedded into a SAML Assertion)
= Returns: GetLicenseResponse element, containing the complete
requested license if it exists

- CreateLicense

= Description: Store a license and make it accessible

» Parameter: a single license document

Returns: CreateLicenseResponse element containing the operation result,
1.e. success or failure (e.g. due to duplicate id, ...)
- ReplaceLicense
= Description: replaces an existing license
= Parameter: a single license document that has the id of an existing license
= Returns: ReplaceLicenseResponse element containing the operation
result, i.e. success or failure (e.g. due to not existing id, ...)
- DeleteLicense

= Description: removes an existing license
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= Parameter: id of the license to be deleted

= Returns: DeleteLicenseResponse element containing the operation result,
i.e. success or failure (e.g. due to not existing id, ...)

- CreateLicenseReference

= Description: creates a unique, non-permanent reference to a licence

» Parameters: license id and expiration time

= Returns: CreateLicenseReferenceResponse element containing the
reference id (embedded into a SAML Assertion)

7.2.4.2 Interface security

Access to the License Manager Service provides the client with the power to establish
“facts” that produce an immediate feedback on access control policies. The creation of a
license grants permissions, license removal deprives the “owner” of the license (the
subject whom is granted a permission) of the associated permission. Thus, access to the
License Manager Service itself has to be restricted to trusted parties. In case of a SOAP
based implementation of the License Manager Service, it is recommended to apply Web
Services-Security (WS-S) to only grant access to trusted clients. Implementation can
consider defining different access policies for the interface operation. The GetLicense
operations may be subject to less restrictive policies, while license creation, replacement
and deletion policies are more restrictive. If different license modifying clients use the
license manager service to manage licenses, it is also recommended, but not necessary,
only allow the clients to only manager their “own” licenses. This is a crucial requirement
if different trust levels are established between the license manager service clients.

7.2.4.3 Signing

There is not only a trust relationship between license manager service and license
managing clients but also between license consumer license consumer (an entity that
retrieves licenses managed by the license manager service via the GetLicense or
CreateLicenseReference operation) and license manager service. To enable the license
consumer to verify the origin of license the license manager service digitally signs an
issued license. The license consumer can then check if it trusts the issuing party and
conditionally process the retrieved license.

7.2.4.4 Creation of a License Reference

In order to exchange licenses independently of the actual license encoding used by the
license manager service, the service provides the CreateLicenseReference operation. A
license reference is a license encoding-neutral reference (or id) to a license. The license
reference differs from a license in that it has a limited temporal validity. If the license
manager service issues a license reference, it has to guarantee that it can resolve the
reference back to the actual license document inside the period of validity for the
reference.

18 Copyright © 2007 Open Geospatial Consortium, Inc. All Rights Reserved.



OGC 06-184r2

7.2.4.5 Capabilities

To interact with the License Manager Service the client has to have knowledge about the
specific service instance. This contains

7.2.5

operation access requirements: definition of access control methods that can be
applied to authenticate the client when accessing access restricted operations, e.g.
by means of WS-Policy

maximal license reference validity: the maximum time a license manager service
guarantees to be able to resolve license references into licenses

License Broker Service

Note: Specification or Development of a License Broker Service was not part of OWS-4.
The following specification is theoretical and not proofed by prototyping.

A License Broker Service is the entity that is entitled to assign a license on behalf of the
license issuer to a license consumer. This assignment can be of different type:

Assignment is permanent and persistent (again, classical access control)
Assignment requires a commercial pre-process (buying an assignment)

Assignment requires a reconcilement between issuer and consumer (agreement to

terms-of-use)

The license broker serves as a policy (license) negotiation and contracting point that is
used by the GeoDRM client (License Issuing Service). References to such a License
Issuing Service should be included in the capabilities (“precondition” part, see chapter
8.3) of a GeoDRM enabled service in order to enable a client to find, bind a License
Broker Service and to get the appropriate license to use a service.

The main tasks of the License Broker Service are therefore:

maintain references between products and applicable licenses (has the knowledge

which licenses are available for which resources)
offer possible license agreement

negotiate a license agreement and

conclude an agreement

Induce the License Manager Service to create (store) a new license.
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7.2.5.1 Interface description

The interface should cover functionalities to get available offers for licenses that are
applicable to a service (its resources or products), to negotiate them if the offers contains
user-selectable options for certain attributes and finally to conclude the license
offer/contract. Some licenses require an identity for the license establishment.

As a final result of the interface interaction the License Broker Service will store an
established license within the License Manager Service and the user will be provided
with a reference to that license. This reference could be used to access the token itself
(for displaying purposes) or it could be used to be communicated to a GeoDRM-
(Gatekeeper-) protected OWS.

Below you find an informal description of the License Broker Service’s interface.

Interface

- GetLicenseOffer
= Operation description: Retrieve available offers for a desired product for
evaluation, negotiation and agreement:
= Request parameters
= product identifier
= optionally: identity
= Response content: a list of license offers for the requested product
identifier with options (parameter name and potential values) for user
defined input.
- NegotiateLicenseOffer
= Operation description: Evaluates user input (e.g. text fields or option
lists) and may reduce offer to relevant parts. The result is not legally
binding und may be repeated
* Request parameters
= product identifier
» parameter name and user defined values
= Response content: List of preconditions for the requested product IDs
with options (parameter name and potential values) with acceptable user
defined input and indication of unaccepted user input. The responded
offer may be reduced to relevant elements
- ConcludeLicenceOffer
» Operation description: Although almost the same as

NegotiateLicenceOffer, it represents a legally binding interaction, which
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is not repeatable. In many cases a user identity is required. If successful,
the License Broker Service stores an appropriate license at the federated
License Manager Service(s).
= Request parameters
= product identifier
» parameter name and user defined values
= optionally: identity
= Response content:
= A receipt with the concluded license (license reference) and a
transaction number digitally signed by the License Broker Service
= Reference to license itself

- A license reference is not the license token itself. The License Manager Service

must be able to resolve the reference into the complete license.

7.2.5.2 Interface security

If the interface or parts have to be secured is depended on the business process for
negotiating licenses. For example in strong security environments, access to the License
Broker Service itself has to be restricted to trusted parties. When SOAP is used as
implementation binding, it is recommended to apply Web Services-Security (WS-S) to
only grant access to trusted or authenticated clients.

7.2.5.3 Capabilities

To interact with the License Broker Service the client has to have knowledge about the
specific service instance. This contains

e Operation and product specific access requir