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Germany `88

• A lot of basic research

• Several industrial development 
labs

• Excellence in manufacturing

• Missing link: transfer
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2025: The World‘s Largest Public AI Research Center
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AI in everyday life

• Navigation system

• Search engine (even before AI search)

• Translation

• Spell checker

• Recommendations in online retail

• Sorting messages/posts (smartphone, Facebook, YouTube, etc.)

• Medical devices (cancer screening, prosthetics, etc.)

• ChatGPT, Midjourney, MS Copilot, Agentic, etc.
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GenAI, 

Manipulation, 

Misinformation and 

Disinformation 
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GenAI (ChatGPT etc.)
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Cu-

ration

Harmless Training

Preference/Chat Training

Large Language Model

Training on 

100s of billions 

of words; costs 

of several 

million dollars

Manual training 

using tens of 

thousands of 

prompts

Crowd 

working



Large Language Models are Echo Chambers
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“Only” next-word-prediction
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Bad People use 
AI as weapon
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• Scale
• Speed / Distribution
• Magnitude
• Quality and “intelligence” of fakes etc.



NEWS-POLYGRAPH
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10 Partners
> 35 People

12 mio
5/2023 – 5/2026
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PERSONA AND USE CASES

Investigative 
Journalist (fact 
checkers)

Journalist 
for daily news

• (Oftentimes) confidential
information

• Processing of large archives
(data leaks) 

• Collaborative work with small 
teams over longer period of 
time

• Quick results on daily schedule
• Huge pressure to publish also 

due to high competition among 
media players

• Re-use of existing current 
media items

1407.12.2025 DFKI | Aljoscha Burchardt | OGC iDAYS



TECHNOLOGY PLATFORM 
FOR CONTENT-VERIFICATION

Support of relevant analysis

• Intelligent decision support for fact-checking 

• Analyses of origin, detection of manipulations and deep-fake synthesis

Support of relevant media types

• Focus: text, audio/speech, but also image/video

Trustworthiness

• Explainability (XAI) and transparency 

• Bias and LLM Faithfulness

• Privacy and Robustness 

• Legal compliance (AI Act, DSA, DA, Code of Practice)
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Manipulation

De-
contextualization

Fabrication
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TRANSPARENCY THROUGH 
EXPLANATIONS 

Chain-of-thought prompting can also 
be applied to other modalities!

Please verify the following claim: Can the coronavirus vaccination 
make you infertile, as some people claim?

The claim itself does not entail hateful or emotionally 
provoking content.

The claim refers to "some people" as sources, without 
explaining their background or context information to verify 
their expertise.

The claim has a high fact richness and can be verified based 
on known facts from scientific research.

This claim has been verified by showing that results from 
multiple studies did not found a negative effect of corona 
vaccinations on fertility (see dpa-Newskanal
https://www.sueddeutsche.de/gesundheit-dpa.de)

Based on this indications the claim is classified as fake.

Source Faktencheck DW: https://www.dw.com/de/faktencheck-ki-fakes-in-israels-
krieg-gegen-die-hamas/a-67356280

Highlighting synthetically generated/ 
manipulated content

Source Tagesschau (https://www.tagesschau.de/faktenfinder/tagesschau-audio-
fakes-100.html) and Antiplios 2022 https://arxiv.org/pdf/2202.13693.pdf

Visualizing manipulated parts in 
spectrograms

07.12.2025 DFKI | Aljoscha Burchardt | OGC iDAYS 16

https://www.sueddeutsche.de/gesundheit-dpa.de
https://www.sueddeutsche.de/gesundheit-dpa.de
https://www.sueddeutsche.de/gesundheit-dpa.de
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.dw.com/de/faktencheck-ki-fakes-in-israels-krieg-gegen-die-hamas/a-67356280
https://www.tagesschau.de/faktenfinder/tagesschau-audio-fakes-100.html
https://www.tagesschau.de/faktenfinder/tagesschau-audio-fakes-100.html
https://www.tagesschau.de/faktenfinder/tagesschau-audio-fakes-100.html
https://www.tagesschau.de/faktenfinder/tagesschau-audio-fakes-100.html
https://www.tagesschau.de/faktenfinder/tagesschau-audio-fakes-100.html
https://www.tagesschau.de/faktenfinder/tagesschau-audio-fakes-100.html
https://www.tagesschau.de/faktenfinder/tagesschau-audio-fakes-100.html
https://arxiv.org/pdf/2202.13693.pdf


TOOLBOX - OVERVIEW
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Check-Worthiness Sentiment Analysis

eXplainable AI (XAI)

Model Bias

Known 
Facts & Fakes

Real Time 
Retrieval

Fact Checking 
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Deepfake recognition: text

18

Source: The spread of news formed by the top 100 spreaders on Twitter. Source: Bovet, A. and Makse, H.A., 
2019. Influence of fake news in Twitter during the 2016 US presidential election. Nature communications, 
10(1), p.7.

1. Creation

o Knowledgebase Reasoning

o Multidimensional Analysis

2. Publication

o Source-based Analysis (e.g. 
trustworthy sources like BR)

3. Propagation

o Propagation through social 
media

1818
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Fact-Checking 

19

• news-polygraph creates a consolidated 
knowledge base (vector database) from known 
facts and disinformation

• Can be used for provenance analysis, similarity 
search and visualisation of information 

• Trusted RAG for fact checks

• AI-based generation/adaptation of debunks

DW, rbb, dpa, IFCN Signatories, EDMO Hubs, 

WikiData, Ubermetrics 450M sources

Source:: https://semantic-web.com/standard-build-knowledge-graphs-12-facts-skos/

19
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Integration of Crowd-Experts 
in AI-Workflows
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how can I believe?

Gretchen, now tell me,



Disinformation Dashboard

Interactive Intelligence 
Target: Journalists, fact checkers
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• Model plus X

• Robotic Process Automation

• Retrieval Augmented Generation (RAG)

• Agentic AI

• Classical AI 

• Analytics

• Expert systems

• Etc.

• Digital twins / cyberphysical systems

• Physical AI / robotics

• Trustworthiness, Sustainability etc.

Digital Sovereignity

23
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