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Introduction
This OGC Domain Working Group charter defines the role for OGC activities of a group representing the interests of multiple communities that would benefit from having a common international framework for creating, storing, and processing provenance records (Identity Provenance and Trust) in data and services. Where provenance is the historical record of data that details the data and service origin, registering its metadata as it moves through processes and transformations. This DWG will support the definition of the Integrity, Provenance, and Trust (IPT) building block that will be a cross-domain reference all the OGC APIs. These communities operate in various market and application domains. Members of the proposed Provenance DWG will come mainly from the defense, OGC API, and Security domains, but likely also from other communities, such as AI, Digital Rights Management (DRM) and remote sensing. Despite the fact that these domains are distinct markets with different user requirements, business requirements, and approaches to vendors, they all have in common: 
A set of best practices developed in Testbed 19-20 dealing with implementation of identity concept in data and services (OGC APIs);
Results from other OGC Working Groups (e.g., Training Data Markup Language);
Provenance building block requirements; and
Provenance links to Data Quality.
“One of the components of the TDML Standard is Provenance the recording of the origins and evolution of elements of information as a guide to their authenticity and quality.  Considerable progress was reported on key aspects of Provenance for Geo applications (although these focused on security issues.  Hopefully follow-on efforts will take up the differential impact provenance has on the level of confidence we assign to derived information depending on the provenance of its sources.)”
The proposed OGC Provenance DWG provides an open forum for the discussion of Provenance in the domain of IPT and other standards (ISO, W3C, etc..) as well as OGC Standards, Best Practices, Pilots, Testbeds and other activities and documents that may help resolve interoperability issues in communities focused on IPT. The scope of this DWG respects the OGC FAIR principles (Findability, Accessibility, Interoperability, and Reusability). This Charter is to be presented to the OGC’s Technical and Planning committees for their consideration.
The initiators of the Provenance DWG encourage all interested parties to contact the authors of this charter to ask questions and become involved in this important activity.
1. Working Group
[bookmark: _Ref331313713]Operation of the OGC Provenance DWG will follow the policies and procedures of the OGC Technical Committee[endnoteRef:2].  The following definitions from the OGC Technical Policies and Procedures apply to this DWG. [2:  OGC Technical Committee, testbed 19,20] 

Definition of an OGC Domain Working Group: A group (organizationally, a subgroup of the TC) of individuals composed of members of the TC and invited guests, with the specific intent of solving some particular interoperability problem or problems in a particular technology domain for recommendation to the Technical Committee. 
Functions of a Domain Working Group:
Provide a forum for discussion and documentation of interoperability requirements for a given information or user community.
Provide a forum to discuss and recommend document actions related to Interoperability Program Reports.
Have a formal approved charter that defines the DWGs Scope of Work and estimated timeline for completion of the work.
Have all-member voting policies (unless otherwise stated).
Have missions and goals defined by the TC.
Develop Change Requests Proposals (CRPs) for existing OGC Standards.
Develop engineering reports with the intent to seek approval by the TC for release of these documents as OGC White Papers, Discussion Papers[endnoteRef:3]or Best Practices Papers [3:  OGC Discussion Papers, testbed 20
 
PROV-DM: The PROV Data Model W3C Recommendation 30 April 2013 
PROV-XML The PROV XML Schema
Coalition for Content Provenance and Authentiicy: https://c2pa.org/ 
Creator Assertions Working Group: https://cawg.io/ 
Entities and activities component overview
] 

Provide informational presentations and discussions about the market use of adopted OGC Standards. 
A DWG does not work on RFC (Request for Comment) submissions, candidate standards, or revisions to existing OGC Standards. However, a DWG can develop change requests as document interoperability requirements that can then be submitted as work items to an OGC Standards Working Group (SWG).
A DWG may determine that they wish to have public collaboration, such as in teleconference, email discussions, or a public twiki. In this case, the DWG shall make a motion to the TC to approve public participation in the DWG. Voting in DWGs is by simple majority of OGC Members present at the WG meeting, not just Voting TC Members, with the caveat that no OGC Member organisation may cast more than one vote in a WG vote.

 Purpose of the Provenance Domain Working Group
The mission and purpose of the proposed Provenance DWG is to investigate requirements for standardization of a data model and encoding(s) that will benefit the many disciplines and market domains that work with Provenance data and services. We define provenance as the origin of the data and services we are consuming, that is, location or identifier of the origin of the data or service. This DWG's investigation will determine whether existing standards and practices or the development of a new standard are suitable as a means to support data sharing and data integration in those disciplines and market domains.  This investigation may lead to the chartering of an OGC Provenance Standards Working Group (SWG) that will develop a standard Provenance conceptual model and perhaps also one or more interactions with integrity (authenticity) based on the model.
This mission is aligned with the mission of the OGC in several ways.
OGC encoding standards compliancy/support of the IPT concepts.
OGC APIs building block compliancy/support of the IPT concepts including the provenance building block.
Artificial Intelligence and Quantum communication regulators and stakeholders could benefit in many ways from participation in OGC because they have various spatial data applications, standards organization involvements, and market interests that overlap with those of OGC members. The Provenance DWG will provide a forum in which some of their issues can be directly or indirectly addressed through networking with OGC members.
 Problem Statement
 Use cases
The proposed Provenance DWG is intended to serve multiple application domain communities within the IPT technology domain. In each of the application domain communities there are various data users, data providers, and service and technology providers.  Below are some of these communities' problems that could be addressed more comprehensively and efficiently if the communities had a common IPT data model.
Remote sensing: Both public and private producers of Earth imaging data sometimes encounter problems resulting lack of trust in data and services: 
Machine Learning (artificial intelligence results);
General data processing and results of a processing chain;
OGC Building blocks; and
Liability products delivered to third parties.
…..
Quantum communication 
Quantum processing
Automatic product production for alerts and monitoring
Automatic combination of services
Releasability of data and services
Zero knowledge proof
Digital Rights Management


 Charter 
The OGC Provenance DWG is proposed as a formal group organized within the OGC to discuss developing a standard way of managing Provenance across OGC standards and APIs. That is, what is proposed is a conceptual data model (?) and one or more IPT derived concepts from that data model, for the sharing, communication and exploitation of a particular kind of data and services. 
The work considers “The PROV Data Model W3C Recommendation 30 April 2013” as foundational, where several concepts where introduced. For example, when a derived “entity” is generated by an “agent,” the RTL Role, Time and Location are defined for the “activity.” Identifiers are also introduced such as “The PROV data model defines identifiers as qualified names.” Whereas modern DID (Decentralised Identifier W3C) and smart certificates and contracts can support security for accessing the information. 
It will be fundamental to collaborate with W3C and ISO (ISO/IEC CD5181.2) to derive a common approach on Provenance for data and services.

Charter Members 
The initial membership of the Provenance DWG will consist of the following members and individuals with extensive education and experience in remote sensing and geomatics issues, namely: 
 4113 Engineering 		L. Colaiacomo
Secure Dimensions 		A. Matheus
UK DSTL			I. Burnell
Hexagon 			S. Tillman
Terradue			P..Gonzalvez

 Key Activities 
The key activities of the Provenance DWG will be:
1.	Determine OGC goals and determine organizational issues and existing complementary standards that might enable or limit Provenance domains workflows, data, technology, and markets.
2.	Define the business issues and approaches for OGC to consider so that Provenance using domain considerations are brought into proper focus within the OGC's interoperability initiatives and so those domains understand the value of participating in OGC initiatives. The approach includes members of the DWG defining their business objectives, tasks and schedule.
3.	Define approaches for engaging with the Provenance domains to enlist their support. An important early function of the Provenance DWG will be to reach out to these communities to let them know that a standard is about to be developed that will potentially be of use to them. They will be invited to participate. The conceptual Provenance data model that takes shape will be application neutral. It will be based on basic Provenance properties.
4. Coordinate with other working groups like METACAT
 

 Business Case
The proposed Provenance DWG will work to identify individuals and organizations that can further define the business cases for various Provenance domains, that is, the justifications for developing an open standard or leveraging existing standards, based on projected improved operations and new opportunities for domain growth and innovation. It is anticipated that in each domain some or all of the following requirements could be better met if an open standard were developed and then implemented in systems deployed within those domains:
Data sharing, interface standards and approaches;
Metadata standards;
Domain analysis models and processing standards; and
Data quality and accuracy.

 Organizational Approach and Scope of Work
 Provenance DWG's Business Goals
The Provenance DWG will establish a set of business goals for the Provenance activity. These are some of the basic principles for establishing these goals.
1)	Efforts should focus on developing solutions to issues and problems that result in a net gain for the various communities represented in the Working Group.
2)	Minimize technical distinctions between data processing systems that use geography, as this can lead to artificial barriers that limit the potential of all segments of the information community to come together and fully prosper.
3)	Avoid placing artificial technical barriers on use of data.
4)	Establish the means by which OGC can achieve interoperability and yet preserve the proprietary nature of data.
5)	To achieve these goals, define the supporting infrastructure for the application domain communities and the larger community of Provenance user domains.
 Provenance DWG: Mission and Role
The Provenance DWG will concern itself with technology and technology policy issues, focusing on geodata information and technology interests as they relate to the overall Provenance technology domain and its application domains and the means by which those issues are appropriately factored into the OGC standards development process.
Mission: The mission of the Provenance DWG is to review specific requirements for the development of interoperability standards for Identity Provenance and Trust data and related processing services, under the auspices of OGC.
Role: The role of the Provenance DWG is to:
Define and focus Provenance domains' interoperability-related issues;
Ascertain that these issues cannot be addressed with current standards such as those from other standards organizations;
Confirm that other standards organizations such as ISO, ITU and BIPM are either not interested in developing such a standard or that it makes sense for OGC, a more agile organization, to develop the standard for subsequent endorsement by one or more of those organizations. (See Section 4, Charter.); and
Report to the Technical Committee; and then, if DWG members agree, draft a charter for a Provenance Standards Working Group. 
 Activities planned for the Provenance DWG
The Provenance DWG's basic scope of work and tasks are outlined in the sections above. The planned work will complement existing efforts and results produced by the OGC. The DWG will perform the following activities.
Define DWG membership objectives.
Assess the landscape of current Provenance standards and practices and identify existing solutions that might be leveraged in OGC or describe the failings/insufficiency of these solutions for geospatial use cases.
Define how user communities, both current and potential, should have access to the working group so that requirements and technology issues are addressed and results do indeed provide the technology they need.
Present and discuss IPT data workflows, interoperability requirements, use cases and non-OGC Provenance standards as well as OGC standards, best practices, pilots, testbeds and other activities and documents that may help resolve interoperability issues in communities focused on IPT
Define technical tasks to be undertaken by a proposed Provenance Standards Working Group.
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